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The American workplace has changed dramatically, in both positive and negative ways, over the 
past twenty years. One of these negative issues which is of primary concern in today’s 
workplace is violence. The specter of workplace violence lurks over the shoulder of every 
American business. Reports of violence in the workplace appear almost daily in the press and 
statistics estimate that more than one million American workers become victims of some form of 
workplace violence annually. While incidents of traditional crime, such as robbery, contribute to 
this type of violence, additional motivations can include job stress, conflicts with co-workers, or 
employment layoffs and tenninations. Businesses must recognize this threat and take steps to 
reduce its occurrence, because just one incident of violence in an organization can have a 
negative effect on the entire work force. 

All employees can contribute to making their workplace safer once they understand what they 
can do to help. And the key to improving workplace safety is awareness of the problem. 
Companies should develop and provide their employees with training in workplace violence 
awareness. In addition, Finn policies regarding violence in the workplace should be established 
and enforced. Employees should be encouraged to report incidents of violence or suspicious 
activity and management should be prepared to handle the situation immediately. This article 
focuses on one aspect of how employee involvement may assist with reducing the threat of 
workplace violence. 

While workplace safety should be of concern to all employees, some employees are in a better 
position to assist with the process. Two types of employees that are in a position to directly 
contribute to enhanced workplace safety are housekeeping and maintenance workers. Personnel 
working in housekeeping and maintenance departments share several things in common with 
personnel working in security departments. As with security personnel, the duties of 
housekeeping and maintenance personnel require them to work in all areas of the company’s 
property. This would include both interior areas of building and the exterior grounds and parking 
areas. Housekeeping and maintenance personnel are generally trusted with keys which will 
unlock virtually all doors on the property. These employees also may work unusual hours, if not 
24 hours a day. Sometimes housekeeping and maintenance personnel only work during non¬ 
business hours, occupying the building by themselves or with a limited number of other 
employees. 

Because of the fact that their work is highly mobile, housekeeping and maintenance personnel 
usually have a better knowledge of the building and grounds than do others employees working 
in the company. In addition, they generally have a greater understanding of the daily activities 




occurring within the company. They will be familiar with the various departments, including the 
activities and personnel within those departments. Because of this broad understanding of 
company property and activities, housekeeping and maintenance personnel are in an 
advantageous position to contribute to the company safety and security program. 

It must also be understood that I’m not suggesting that housekeeping and maintenance personnel 
be turned into security officers. The duties of housekeeping and maintenance are hard enough 
without adding a whole new aspect to them. However, what I am suggesting is that with a little 
training these employees can be a valuable asset to creating a safer workplace in two very 
important ways, observation and notification. 

A little skill in observation, combined with the quick notification to the proper personnel to 
respond, can mean the difference between a safe work environment and a disaster. But before 
this program can be effective, housekeeping and maintenance personnel must be trained in 
simple techniques for detecting what suspicious activity is, and how to report it. We will begin 
by exploring the processes of observation. 

Observation 

Observation is more than just seeing something with one’s eyes. Observation is the conscious or 
unconscious, process in which the brain receives infonnation from the five senses (sight, hearing, 
touch, taste, smell), records the details of what is being observed, evaluates the information, and 
acts if necessary. Infonnation regarding every person, place, or experience that we come in 
contact with is being evaluated, acted upon and / or stored in the memory for future use. This 
process is natural, automatic, that occurs constantly from that time we’re conceived until the day 
that we die, whether we are consciously aware of it or not. The human brain and nervous system 
are similar to a computer, except more powerful than any computer we could imagine. The brain 
is capable of receiving, evaluating, storing, and recalling unlimited amounts of infonnation. This 
is not a concept, but a physiological and psychological fact of human biology. 

The observation process is composed of four basic elements: awareness, evaluation, memory, 
and response. Awareness is our conscious or unconscious attention to the surrounding 
environment. Awareness acts as our own internal radar system, incorporating all of the physical 
senses in the task. To be aware of something in our environment we must be able to see it, hear 
it, touch it, taste it, and smell it. Once aware of something in our environment, we then begin to 
evaluate the infonnation. Our understanding of what we observe will be based directly upon our 
individual education, training, experiences, biases, and prejudices. After we have become aware 
of something in our environment and have evaluated it, the brain then categorizes and stores the 
information in memory. The way in which the brain categorizes and stores information will be 
based directly upon the perceived importance of the infonnation observed. The more important 
our understanding tells us the information is, the easier it will be to recall it in the future. Once 
we have evaluated the information derived from our senses we may, or may not, take conscious 
action regarding the observation. This process can be refened as passive or active response. 
Smelling the aroma of food cooking may, or may not, make you hungry. 




Even though this is a basic explanation of the observation process it should present an 
understanding of how the process works. In general, our awareness and understanding of what 
we observe will directly affect the way in which we memorize and take action on the 
information. If something we observe is perceived as important to us we will be able to recall 
more specific details about the observation, if considered unimportant the information may be 
recalled in lesser detail. What we consider important is based directly upon our understanding of 
the situation being observed. When our understanding tells us to perceive a situation as 
important, we become more focused in our observations and focus is the key to improved 
awareness. 

Awareness is generally responsible for whether infonnation being observed is acted upon 
consciously or stored in the subconscious for use later. While in the workplace, if our jobs don’t 
require us to pay conscious attention to matters of safety and security, these matters may be 
overlooked. In order to reduce the possibility of dangerous situations occurring in the workplace, 
emphasis must be placed on focusing our awareness toward detecting suspicious or dangerous 
activities. Only then will we begin to take action toward preventing violence in the workplace. 

Like security officers, housekeeping and maintenance personnel are in a unique position that 
enables them to conduct security related observation more effectively than other employees in 
the organization. It is important that housekeeping and maintenance personnel receive awareness 
training regarding the fundamentals of safety and security, along with a greater understanding of 
the company’s overall security mission and procedures. This training should include issues such 
as access control, key control, suspicious deliveries, industrial espionage, along with other topics 
specific to the organization. This type of training should provide these employees with the 
fundamental skills necessary to compliment the organization’s existing security and safety plan. 
The following text will examine some of the basics regarding these security concepts. 

Access Control 

Access control procedures could be the most important measure in a company’s risk 
management arsenal. The goal of any effective access control program is to allow for the entry of 
persons having legitimate reason to be in the facility and deny entry to those who don’t. Simply 
stated, we want to let the right people in and keep the wrong people out. 

Housekeeping and maintenance personnel should become very familiar with the company’s 
access control procedure and policies. They must develop a clear understanding as to the 
company’s concerns regarding crime prevention and employee safety, that’s why there is an 
access control program in the first place. Not only should these employees know the reason for 
the access control program, but also have a clear understanding of how the program works. 
Access control is a company’s first line of defense in the battle against crime and workplace 
violence. All employees should understand this and adhere to the established procedures at all 
times. 

Housekeeping and maintenance personnel should refrain from allowing persons to enter the 
facility through improper entrances. This applies to both employees and visitors, especially 
during non-business hours. If individuals are attempting to gain entrance to the facility by using 




improper means there must be a reason for it. If an individual is observed entering, or attempting 
entry, through inappropriate means the situation should be reported to security or management 
immediately. 

Larger companies issue their employee’s identification cards and these identification cards are 
issued for a reason. The reason is so that persons within the facility can be easily identified as 
authorized users of the property. Housekeeping and maintenance personnel should never hesitate 
to challenge a person that appears to be in the wrong place. Ask the individual to produce their 
company ID for verification. If the person fails or otherwise refuses to display proper 
identification, report the situation to security or management. Incidents involving the violation of 
established access control procedures or policies should never be overlooked. 

Another issue of access control that should receive emphasis is the proper security of doors and 
windows. Housekeeping and maintenance personnel should report immediately any doors or 
windows they discover which appear to have been tampered with or damaged. Security doors or 
fire exits should never be propped open and / or left unattended. If equipment must be moved 
through these types of doors then someone should be in control of the door during the process. 
All doors and windows leading into maintenance or storage areas should remain locked when not 
in use. This is especially true for storage areas located in areas accessible to the general public. 

Key Control 

There is a great deal of responsibility associated with being issued keys to a facility. 
Housekeeping and maintenance personnel are generally entrusted with keys to most, if not all, of 
the areas within the facility. Care must always be given to the proper security and control of the 
keys to any business that you’ve been entrusted with. Once keys have been issued, they should 
remain in the custody of the person they were issued to. Keys should never be given to non- 
authorized personnel. Keys should not be left unattended. If a key becomes lost or broken it 
must be reported immediately. In addition, report immediately the finding of company keys in 
strange locations or keys left in door locks. Companies that issue large numbers of keys to their 
personnel should also consider a key numbering and inventory policy. 

Suspicious Deliveries 

American businesses should always give consideration to the risk associated with bomb attacks. 
One method used by bombers is to disguise an explosive device as an article of mail or other 
object. This technique is designed to allow the device to be unknowingly carried into the facility 
along with routine mail or deliveries. These types of devices are generally configured to explode 
upon opening. All company personnel tasked with handling mail or deliveries should be trained 
in the recognition clues for such explosive devices. Additionally, only personnel authorized to 
accept deliveries should accept them. 

Housekeeping and maintenance personnel should report any person attempting to deliver a 
package to them if they do not normally receive such deliveries. Refuse such deliveries and refer 
the person to security or management. Also, no packages should be received from anyone 




attempting delivery during non-business hours. This type of activity should be reported to 
security or management immediately. 

Report to security, or management, the discovery of any unattended packages left in doorways or 
other public areas. This is especially important during non-business hours. If such an item is 
discovered, do not touch or move the item. 

Industrial Espionage 

Companies in today’s business world are confronted by the very real threat of industrial 
espionage, or commonly known as “spying.” Competitor companies or even foreign 
governments may attempt to gain proprietary information or trade secrets regarding a company’s 
products and services. Due to their broad knowledge of a company’s layout and activities 
personnel working in housekeeping and maintenance they are often targets of industrial spies. 
Housekeeping and maintenance personnel should consider company information confidential 
and maintain it as such at all times. 

Report immediately any instances in which an individual attempts to gain and / or purchase 
company information from you. Be suspicious of individuals that engage you in fact finding 
conversations regarding any company activity or employee. The following are typical types of 
information industrial spies may attempt to gather. Background information regarding personnel; 
types of equipment or manufacturing processes used; information regarding security systems and 
procedures; product development infonnation; information regarding contract bidding or labor 
disputes; asking you to obtain company documents or grant them access to areas they are not 
authorized to enter. 

Notification 

The observation of a suspicious person or activity is only the first step in reducing crime or 
violence in the workplace. Observing a suspicious activity or individual without relating the 
information to response personnel accomplishes nothing toward workplace security. To ensure 
that suspicious activity in the workplace is reported, employees must be instructed when and 
how to make such a notification. 

Knowing who to report suspicious activity to will largely depend upon the departmental structure 
of the organization. The notification may be made to a security department, management, the 
police, 911, etc. It is important that all employees within the organization know exactly who to 
notify in the event a suspicious or dangerous activity is observed. This infonnation should be 
posted in employee work areas and included in employee orientation materials. Periodic reviews 
of the company emergency notification procedure should be conducted with all personnel. 

Personnel must understand it's important to report suspicious activity in a timely manner. 
Notifying someone regarding a suspicious activity several hours after the activity was observed 
may prove to be disastrous. Suspicious activity should be reported immediately. 




All employees within the organization should be instructed in the proper way to make an 
emergency notification. Whether the notification is made in person, or via the telephone, 
the following should be remembered: remain calm while you relate the information, relate 
the information completely, include all details regarding the observation (include times, 
locations, descriptions, etc.). If making the notification to the police, the employee should 
include their name, company name, and company address. 

One should also realize that after an emergency notification has been made, you may be 
required to give additional information regarding the observation in the form of a written 
report or statement. 

Conclusion 

In conclusion, the process of observation and notification of suspicious activity is an 
important aspect of creating a safer work environment for all. Employees should never 
hesitate or neglect to report individuals or activities that are considered suspicious for fear 
of being wrong or considered foolish. It is always better to be safe than sorry. 
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